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...Determing the manner of operation of a given switching circuit,
is comparatively simple. The inverse problem of finding a circuit
satisfying certain given operating conditions, and in particular the
best circuit is, in general, more difficult and more important from the
practical standpoint

Claude E. Shannon
The Synthesis of Two-Terminal Switching Circuit, 1949



Decompositions

There are several different “decomposition” the S-box of Kuznyechik!:
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Figure: The TU-decomposition Figure: The log-based decomposition

Ipictures are from and more details in: Léo Perrin, Partitions in the S-Box of Streebog and Kuznyechik,
Cryptology ePrint Archive, Report 2019/092
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= VecymInt: Vs — Ve, 1 T Zys — Zys. 3HaUEHMA NOACTAHOBKM ' 3aNMCaNbI HIKE B
sune Maccuea ' = ('(0), w(1), ..., w(255))

' = (252, 238, 221, 17, 207, 110, 49, 22, 251, 196, 250, 218, 35, 197, 4, 77, 233,
119, 240, 219, 147, 46, 153, 186, 23, 54, 241. 187, 20, 205, 95, 193, 249, 24, 101,
90, 226, 92, 239, 33, 129, 28, 60, 66, 139, 1, 142, 79, 5, 132, 2, 174, 227, 106, 143,
160, 6, 11, 237, 152, 127, 212, 211, 31, 235, 52, 44, 81, 234, 200, 72, 171, 242, 42,
104, 162, 253, 58, 206, 204, 181, 112, 14, 86, 8, 12, 118, 18, 191, 114, 19, 71, 156,
183, 93, 135, 21, 161, 150, 41, 16, 123, 154, 199, 243, 145, 120, 111, 157, 158, 178,
177, 50, 117, 25, 61, 255, 53, 138, 126, 109, 84, 198, 128, 195, 189, 13, 87, 223,
245, 36, 169, 62, 168, 67, 201, 215, 121, 214, 246, 124, 34, 185, 3, 224, 15, 236,
222, 122, 148, 176, 188, 220, 232, 40, 80, 78, 51, 10, 74, 167, 151, 96, 115, 30, 0,

116, 210, 230, 244, 180, 192, 209, 102, 175, 194, 57, 75, 99, 182).

Bricks

Boolean function
minimization basis
{AND, OR, NOT, XOR}



Chosen construction

The TU-decomposition was first presented in

“Reverse-engineering the SBox of Streebog,
| « |  Kuznyechik and STRIBOBr1” by Alex Biryukov, Leo
Perrin, and Aleksei Udovenko., 2016

Lo g} 1t consists of:

7z m linear transformations Vg — Vi: v and w

m non-linear transformations V, — Vi: 1y, 11, 1, o,

[] /(f(x )) with irreducible polynomial
f =x*oxrol

m multiplexer (if-else construction)
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Linear transformation

1= (L,b, 1), r=(r,r,rs, ry) be representations
of field elements as vectors. Then « has the following
Boolean representation:

00001000

01 0000O0°1 ay(l,r) =ry,

R I R

01 0007100 ) =LoLELEN OO r =
00011010 =w(l,r)®as(l,r) L @ r,

001 0O0O0O00O0 as(l, r :ll@rl@r3:ll@pl7

Total o and w: 14 XOR \




Finite field multiplication

Using the standard basis of GF (2*) {e; = (1000), e, = (0100), e = (0010),
e, = (0001)} it is easy to show that the every coordinate 5, k € 1,4,z =x Oy,
x,¥,z € GF (2*) is a quadratic form:

= (xoy) ((er) ® (jiﬂe,-))k => ¥ Y(eoe)=

ij

= 7F = (x", 2, X, 1Y)



Finite field multiplication

z=x0y.z=(2,2.2.2). x= (¢, 22 1),y = (0% ")
2 =Pr®xs) Yy ®Pr-y2 B Py -y3 DXy - ys,
=X Y1 DXy Y2 Dx3-y3D X2 Y4y
=P y1©x1 2D x4 y3D X3 Y4,
=Py P -y2Dx; - Y3 D X4 - Ya,
Py =x1 © x,
Py =x1 Dx; ®xz =P D xs.

Total: 31 Boolean operations




Branching elimination

There is an “if-else” construction in the considered decomposition:
“2.If r=0 then [:=1y(l) else =1, (l®I(r))”

Let Iy0,0,0(r) be a Boolean function which takes the value 1 in a single point
r = (0,0,0,0) then this construction can be expressed by a formula:

I'=Io000(r) - (1) +lopoo(r) - il @1(r)), i=1,....4.

It can be rewriten as follows:

I'=1Io000(r) - (n(l) ®vj(0)) ®ri(l@I(r), i=1,...,4



Branching elimination

Using the fact that

1070’0’0(7') = 7'1 '7'2 '7'3 '7'4 =TI +7"2+I"3 —|—V4.

and v{(0) = (0,0, 1,0) we can implement branching using operations that are given in a
table below:

AND | OR | NOT | XOR | Total
1 0,0,0,0 ( r ) 3 3
1 0,0,0,0 ( r ) 1 1
Final glue
by every coordinate 1 1(2)
Final glue
for all coordinaetes 4 5 9

Total: 13 Boolean operations




Heuristic algorithm for non-linear elements

There are 5 non-linear elements in the considered decomposition:

I10,1,¢,8,6,f,4,e,3,d,b,a,2,9,7,5
vo | 2,5,3,b,6,9.e,a,0,4,1,1,8,d,¢c,7
vi | 7,6,¢,9,0,f,8,1,4,5,b,e,d,2,3,a
v [ b,2,b,8,c,4,1,¢,6,3,5,8,¢,3,6,b
o |cd0,48,bae 3,9521f1,6,7

The goal is to represent it as a set of Boolean functions in the basis of logical functions
AND, OR, NOT, XOR with the minimal number of operations.



Heuristic algorithm for non-linear elements
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Heuristic algorithm for non-linear elements. Results

The total complexity of the set of functions is much less than the complexity of
non-optimized functions.

Function Number of operations

1 26
Vo 29
V1 29

% 33

o 31




m We consider the possibility of bit-slicing the non-linear bijective mapping of GOST
R 34-12.2015 «Kuznyechik» block cipher.

m It should be noted that in 2016 “A Method of Constructing S-boxes With Minimal
Number of Logical Elements” got a patent in Russian Federation. The method
protected by this patent allows to realize non-linear mapping of Kuznyechick cipher
with complexity of 681 Boolean operations.

m Our results are presented below:

AND | OR | NOT | XOR Total

1 8 5 4 9 26

Vo 9 5 6 9 29

Vi 4 3 3 7 17

© 11 6 8 7 32

o 11 6 7 9 33

o and w 14 14

multiplication in GF (2*) | 16 15 31

branchng elimination 4 3 1 5 13
79 28] 29 | 90




Thank you for your attention!

Questions?



