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Purpose of the work

The theoretical substantiation of a directed search for 8-bit permutations with given
cryptographic properties: differential uniformity and nonlinearity, among vector Boolean
functions obtained using a generalized construction.
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m Vector Boolean functions (S-boxes) are one of the main primitives of modern
symmetric ciphers that provide Shannon's confusion.

m Moreover, S-boxes used in modern symmetric ciphers must be bijective.

m S-boxes must have cryptographic properties that guarantee the impossibility of
using known methods (in particular, differential and linear methods) of
cryptographic analysis.

Thus, S-boxes with high nonlinearity can ensure the cipher resistance to linear
cryptographic analysis. S-boxes with the minimum possible differential uniformity
are used for constructing cryptographic algorithms that are resistant to differential
analysis.
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m Construction of n > 8 bits permutations with given cryptographic properties is a
difficult and urgent task, which is confirmed by a large number of the latest
scientific publications and reports at all-Russian and international conferences
dedicated to this theme.

m 8-bit permutations are used, for example, in GOST 34.12-2018 “Kuznyechik”,
AES, BelT, and others.
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Definitions and Notations

Let V,, be n-dimensional vector space over the field of two elements Fy, VX =V, \ {0}.

The finite field of 2™ elements is denoted by Fa». The operations of addition and
multiplication in the field Fon are denoted by the signs “+" and “.", respectively.

Concatenation of the vectors a € V},, b € V,,, is denoted by al|b € V,,4p,.

The dot product of two vectors a,b € V,, is an element of the field 5, calculated by the
formula (a,b) = a,—1bp—1 + . .. + agbo where addition and multiplication are carried out
in the field F.

The vector Boolean (n, m)—function is a mapping V,, — V,,.

Permutation over V,, is a bijective (n,n)—function.

Monomial permutations of the field Fom are permutations of the form z%, where d is a
positive integer such that ged(d,2™ — 1) = 1.

In particular, for m = 4, monomial permutations are obtained for d € {1,2,4,7,8,11,13,14}.
Moreover, linear monomial permutations of the field Fyu are 27 for d € {1,2, 4, 8}.
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Some cryptographic properties of (n, m)-functions

The differential uniformity of (n, m)-function F is defined as

0p = max Jp(a,b),
a€Vy , bEVy,

where 0p(a,b) = [{z € V,, | F(z + a) + F(z) = b}|.

Definition
The nonlinearity Ng of (n,m)-function F is a value calculated by the formula

Np=2"1o 2 max |30 (cpyeditor@))
2 aevi eV | S

The use of functions with greater nonlinearity and lower differential uniformity in the synthesis of
cryptographic algorithms makes it possible to guarantee resistance against the linear and differential
methods of cryptographic analysis.
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Generalized construction

Let (2m,2m)-function F(x1,x2) = y1||y2, where z1, z2,y1,y2 € Vi, be given by the
following generalized construction, first introduced in 1,

.le(f : xga T2 7é 07
y1=Gi(z1,02) = ¢ _
7T1(.T1), o = O, (1)

Y 1
x| x5, x1 #0,

yo = Ga(x1,22) = ¢ _
To(x2), 1 =0,

71(0) =0, 7(0) =0. 2)

Hereinafter, one should go from the vectors of the space V,,, to the corresponding elements of
the field Fom and perform exponentiation and multiplication in the field Fom. Moreover,
in (1), 1, T2 are permutations over V,,.

The parameters of the function (1) are the tuple of indexes («, 3,7, 0) of monomial

permutations and permutations 7, 7.

! Fomin D.B. “On approaches to constructing low-resource nonlinear transformations”’, Obozreniye prikladnoy i
promyshlennoy matematiki. 25:4 (2018), 379-381, In Russian.
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Generalized construction admits T'U-decomposition

Statement 1

The construction (1) admits TU-decomposition 2.

T, z,
Tt -+ n-t
T <

> U
4+t +m-t
Y, Y,

2 Canteaut A., Perrin L. “On ccz-equivalence, extended-affine equivalence, and function twisting”, Cryptology ePrint
Archive, Report 2018/713. https://eprint.iacr.org/2018/713.
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Two criteria for rejection of vector Boolean functions derived using a generalized construction

Let us reject functions (1) for which the differential d-uniformity is p > 8
(for m = 4).

Then we can reject those that are not permutations among the remaining
functions.
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Partitioning the set of functions (1) into equivalence classes

Let (2m,2m)-function F' be obtained using the construction (1), and a1, a2,by,by € V,,,, then
dr(a1l|az, b1||b2) is greater than or equal to the number of solutions to the system of
equations

(z1+a1)* - (ma+ag)? + 2% 28 = by,

(z14+a1) - (w2 +ag)’ + 2] -2§ = bo,

(3)
with the following constraints on the values of the variables x1 and x2

i) 75 0, xTo 75 ag, X1 7& 0, I 75 ai. (4)

3Fomin D.B., “On algebraic degree and differential uniformity of permutations of the space Va,,, constructed using
(2m; m)-functions”, Mat. Vopr. Kriptogr., 11:4 (2020), 133-149, In Russian.
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Partitioning the set of functions (1) into equivalence classes

Statement 2

The system (3) with a tuple of parameters («, 3,7, 0), where z¢, 2P, 27, and 29 define
monomial permutations, has the maximum number of solutions (1, x3), x1,x2 € Fam,
satisfying the conditions (4), for ai,as, b1, by € Fom (a1 and ag do not vanish
simultaneously), that is coincide with the maximum number of solutions of systems of the
form (3) under constraints (4) with the following tuples of parameters

(a-dy, B-dy, v-da, 0-dp) mod 2™ —1,
(a-dy, B-dg, v-di, §-d2) mod 2™ —1,
(’77 57 a7 /B>7 (187 a7 57 7)7 (57 ’Y? 187 a)7

di

where ™, 2% define linear permutations.
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Partitioning the set of functions (1) into equivalence classes

Remark 1

Note that the sets {1,2,4,8} and {7,11,13,14} are closed under multiplication by
d € {1,2,4,8} modulo 15. Then, by virtue of Statement 2, we obtain that 8* = 2'2 = 4096
of all possible parameter tuples («, 3,7, 9) of the functions from the family (1) are split into
disjoint equivalence classes with the same maximum number of solutions of the system (3)
under the constraints (4) in each class. A distinct equivalence class can be obtained from one
of its representatives («, 3,7, ), by composing different tuples from the following ones

(a-dy-d3, B-di-dsy, v-do-d3, 0-dg-dy)
(v-di-d3, 6-dy-dy, a-dy-d3, [-da-dy)
(ﬁ'dl-dig, Oé'dl-d4, (5-d2~d3, ")/-dg-d4) mOde—l,
( )

0-dy-d3, 7y-di-dy, B-do-d3, a-do-dy




Justification of the first criterion for rejecting functions (1)

Propositions 1, 2

Let F' be a (2m,2m)-function given by the construction (1).
If x%, x7 define linear permutations, then p > 2™ — 2.

Ifa=0=~=29, then 6p > 2™ — 2.

Propositions 3, 4

Let F' be a (8,8)-function given by the construction (1).

Ifa=11, =~v=1, § =13, then 6p > 14.

lfa=7 6=~v=1,6=717, then ép > 14.




Justification of the second criterion for rejecting functions (1)

Statement 3

Let F' be a (2m,2m)-function given by the construction (1) with a tuple of parameters
(a, B,7,0), where z?, 2P, 27, and 29 define monomial permutations. If F' is not a bijection
for any values of the permutations 7;(z;), i € {0,1}, then any (2m, 2m)-function from the
family (1) with the following tuples of parameters
(a-dy, B-d1, v-d2, §-d2) mod 2™ —1,
(a-dy, B-dg, v-di, §-d2) mod 2™ —1,
(’77 57 Q, 6)7 (/67 Q, 57 7)7 (57 Y, 187 Oé),

where %, x% define a linear permutation, is also not a bijection for any values of the
permutations ;(x;), i € {0,1}.
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Justification of the second criterion for rejecting functions (1)

(8,8)-function F' given by the construction (1) with the parameters («, 3,7,0) from the list
below

(7,7,7,13)
(1,7,7,7)

(4,7,7,7)

(7,7,2,2)
(
(2,
(

1,1,7,13)
2,7,7,7)
7,2,2,7)

is not a bijection for any values of the permutations 7;(x;), i € {0,1}.




Summary table of the equivalence classes for m = 4

Ne The representative of the The  number  of The reason for rejection
equivalence class elements in  the
equivalence class
1 Generalized 1792 0r > 14, according to Statement 1
representative:  («, 3,7,9),
where o,y € {1,2,4,8}
2 (7,7,7,7) 64 dr > 14, according to Statement 2
3 (11,1,1,13) 128 0F > 14, according to Statement 3
4 (7,1,1,7) 128 dr > 14, according to Statement 4
5 (7.7.7.13) 64
6 1,7.7.7) 256
7 (3,7.7.7) 256
8 (7,7,2,2) 128 are not permutations,
9 (1,1,7,13) 128 according to Statement 5
10 | 27.7.7) 256
| (7.227) 128
12 | (1,1,7.11) 256
13 (1,7,7,11) 256 are not rejected
14 (1,7,7,2) 128
15 | (77,711) 128
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On the selection of auxiliary 4-bit permutations in the generalized construction

It remains to learn how to choose the auxiliary permutations 7; and 7, so that the
resulting 8-bit permutation F' (1) has 0 = 6, Np = 108.

A heuristic approach that uses the ideas of spectral-linear and spectral-differential
methods # is proposed:

1. initial randomly generated 4-bit permutations 7; are iteratively multiplied by
transpositions;

2. the best ones in terms of nonlinearity, differential uniformity and the corresponding values
in the linear and differential spectra among the obtained 8-bit permutations are selected;

3. if the specified properties 6 < 6 and N > 108 are reached, exit;

4. 4-bit permutations 7; corresponding to the best in step 2, are iteratively multiplied by

transpositions, go to step 2;

4Menyachikhin A.V., “Spectral-linear and spectral-differential methods for generating S-boxes having almost optimal
cryptographic parameters”, Mat. Vopr. Kriptogr., 8:2 (2017), 97-116, https://doi.org/10.4213/mvk227.
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On the selection of auxiliary 4-bit permutations in the generalized construction

The possibility of optimizing the calculation of cryptographic properties at each
iteration of the algorithm is investigated following °

The practical applicability of the algorithm is shown experimentally: 8-bit 6-uniform
permutations with nonlinearity 108 and algebraic degree 7 are obtained.

5Menyachikhin A., “The change in linear and differential characteristics of substitution multiplied by transposition”,
The VIlIth Workshop on Current Trends in Cryptology (CTCrypt 2019), 2019,
https://ctcrypt. ru/flles/flles/2019/mater|als/15 Menyachikhin.pdf




m We proposed the principle of partitioning the set of (8, 8)-functions derived using
a generalized construction (1) into equivalence classes. It is shown how to obtain
the entire equivalence class from one of its representatives.

m We have proved statements that allow us to reject (2m, 2m)-functions given by
the construction (1), either by the high differential uniformity or by the fact that
they are not permutations. Moreover, the conclusion about all functions from the
equivalence class is based on the analysis of only one of its representatives.
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m The statements proved in the work justify the rejection of 3328 tuples of
parameters («, /3,7, d) of (8,8)-functions F' defined by the construction (1) due to
the value 7 > 14 or because I’ is not a bijection. The 768 tuples of parameters
(cr, 8,7, 0) remained unrejected, which are split by Statement 2 and Remark 1 into
4 equivalence classes with representatives (1,1,7,11), (1,7,7,11) with 256 tuples
in each class, (1,7,7,2), (7,7,7,11) with 128 tuples in each class (see table 1).

m A heuristic algorithm for finding auxiliary 4-bit permutations in a generalized
construction is proposed. The ideas of spectral-linear, and spectral-differential
methods are used. 8-bit 6-uniform permutations with nonlinearity 108 and
algebraic degree 7 are experimentally obtained.




Thank you for your attention!
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